Teaching Family Homes of Upper Michigan 

Digital Communication Policy
POLICY

Computers, networks and electronic information systems are essential tools for accomplishing Teaching Family Homes’ Mission.  Digital communication tools, including but not limited to the Internet, TFH Server, TFH Extranets, TFH Website, TFH Email, Management Information Systems, and cell phones are provided to staff in order to enhance communication and information sharing.  The lines between public and private, personal and professional are blurred through digital communication.  By virtue of using an agency owned digital communication tool or participating in a social media network, an employee identifying oneself as a representative of or working for Teaching Family Homes, employees have connected themselves to their colleagues, consumers and clients. Social media includes, but is not limited to blogs, wikis, social networks, and virtual worlds.  Collectively, these digital communication tools are assets of Teaching Family Homes that must be managed and monitored to ensure they do not present the agency in an unfavorable light or do not otherwise compromise the integrity of Teaching Family Homes or its clients, staff, volunteers, donors, grantors, or data, systems, processes, and resources. 

INSTANT MESSAGES AND CHAT ROOMS

It is the policy of Teaching Family Homes that personal INSTANT MESSAGES (IM) and CHAT ROOMS are not appropriate use of employer funded internet access.    

E-MAIL

· E-MAIL is defined as a communication tool whereby electronic messages are prepared, sent and retrieved on personal computers or other electronic devices.

· Teaching Family Homes of Upper Michigan’s E-MAIL services are provided to support program operations and client care.  

· While Teaching Family Homes of Upper Michigan does not intend to review daily user E-MAIL activity, users have no right or expectation of total privacy in E-MAIL.  Teaching Family Homes owns the computers and software making up the E-MAIL system and permits users to use them to work toward meeting program requirements.

· It is expected that any E-MAIL message is available for review by authorized agency representatives.  Additionally, records of E-MAIL activity are subject to disclosure to law enforcement or government officials or to other third parties through subpoena or other legal means.  Consequently, users should always ensure that the information contained in E-MAIL messages is accurate, appropriate and lawful.

Acceptable Use:

· Communication to support program operations.

· Communication to support client care.

· Communication and exchange of information for personal development, and to exchange or debate in a field of knowledge.

· Sharing of clinical information.

· Use in a way that adds to the spirit and morale of family, friends and/or Teaching Family Homes staff, such as wishing someone a happy birthday or congratulating someone on a special occasion.

Unacceptable Use

· Teaching Family Homes is committed to providing an environment that is free of discrimination including sexual harassment.  No information should be viewed or stored on any Teaching Family Homes computers, which creates an offensive environment.  To this end, harassing or obscene messages, pictures, and/or materials must not be transmitted over the E-MAIL system.  Inappropriate messages, pictures, access, and/or materials include but are not limited to:

1. Fraudulent messages – Messages sent under an anonymous or assumed name with the intent to obscure the origin of the message.

2. Harassment messages – Messages that harass an individual or group because of their race, gender, age, religious beliefs, national origin, physical attributes or sexual preference.

3. Discriminatory messages – Messages that pertain to another individual or group’s race,  gender, religious beliefs, national origin, physical attributes or sexual preference.

4. Obscene messages – Messages that contain obscene or inflammatory remarks.

· Electronic chain letters and other forms of non-business related mass mailings are prohibited.

· Users must honor rules of copyright and personal property and refrain from duplicating copyrighted information including computer software.

· E-MAIL technology is not to be used for solicitation of any kind other than when necessary by authorized agency representatives.

User Responsibilities

· Strive to keep messages brief.  If possible keep your message to one screen length.  A lengthy message is a sign that the information may have been better conveyed in person or by a phone conversation.

· Be polite.  Make sure short messages do not come across as harsh or rude.

· Watch your language.  Do not send offensive jokes or anything you would not say if you were talking to the recipient face-to-face.

· Work out problems face-to-face, not on E-MAIL.

· Do not assume that because your message has been sent,  it has been received.  If you have an important request or need, you may want to format your message so that you receive some indication that it has been received.

· Decide carefully who should receive your message.  It is an inconsiderate and inefficient use of resources to send a message to an entire group or all users if it needs to go to only a few people.

· Do not overload recipients with unnecessary information or “junk” E-MAIL.


· Check your E-MAIL box at a minimum of twice daily .  Delete all unneeded mail, and archive old mail on a regular basis.

· Employees should assume that their E-MAIL messages will be saved and/or printed and could be seen by someone other than the original addressee including archive records within the information system.  Deleting an E-MAIL record will not ensure that all copies of the correspondence have been destroyed.

· E-MAIL transactions are not guaranteed privacy.  Do not write or send anything you would not want repeated.  E-MAIL can be forwarded to hundreds of people.

INTERNET

Internet services are provided to selected computers throughout the agency.  The approval authority for who will have Internet access will be the program consultant/supervisor. 

· The purpose of the Internet access is to enhance information gathering and communication for agency personnel.

· Time limits for Internet access may be established by Teaching Family Homes consultant/supervisors. Disregarding any established time limit is grounds for disciplinary action.

· Do not access inappropriate sites.  If an inappropriate site is accidentally accessed, close it immediately. 

Examples of these sites are:

· Adult entertainment sites

· Hacker sites

· Anti Government sites

· All Internet sites visited may be monitored.

· Keep Internet use on a mature level and use discretion when accessing sites you are not familiar with.

Teaching-Family Homes of Upper Michigan

Digital Communication Agreement

I certify that I have read and have been provided a copy of terms and the Teaching-Family Homes Internet Use Policy.  I understand and agree to follow the terms and conditions described in the above policy during my placement.  I understand that any violation of this policy may result in, disciplinary action, or may constitute a criminal offense.

Please Print Name: _____________________________________________

Employee:  ____________________________
Date:  _____________________


       Signature

E Mail address assigned: _________________________________________________
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